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Executive Summary

Project Background and Objectives

The City of Norcross's technology requirements have
grown dramatically over the last several years. The
City continues to work toward long-term projects as
well as provide immediate needs. Requests for new
applications and improvements to the current systems
are being requested by the various departments.

In May 2007, the City hired eGov Consulting Services
as its consultant to assist it with the development of an
Information Technology Strategic Plan. To the best
extent possible, the Plan capitalizes on and
compliments current systems. It also provides
guidelines for proceeding with the implementation of
new systems.

As part of this project, the objectives were to:

e To assess the “current state” of the City’s information technology infrastructure,
equipment and software and outsourcing arrangements.

e Additionally, the City is seeking a 5-year strategic plan to prepare the City’s
information technology needs.

e The strategic plan shall include detailed recommendations regarding all aspects
of the City’s information technology program.

Plan Description

The Information Technology Strategic Plan for the City of Norcross identifies ways to
correct present deficiencies, expand services and provide a foundation for future
developments, including exploiting new computer and communications development.
The Plan addresses how information technology will support the City's delivery of
effective services to City citizens, officials and staff while maintaining an economical
and effective information technology function.

The Plan provides for the following:

=  Summary findings from the survey and interviews
=  Summary findings from examination of the current technology environment
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= System risk assessment

* [nformation technology direction

= Project/investment priorities

= QOperations and administrative recommendations
= Five year expense analysis.

Management Goals

City management has outlined goals which when taken within the context of the
balanced scorecard model shown below pointed to the following specific customer
goals:

= Improved level of service to customers, both citizens and City staff

= Improved customer satisfaction with services.

Exhibit 1.2 - IT Balance Scorecard

Financial
* Numberof IT customers
+ Costper IT customer

+ Improved cost-efficiency of IT
processes

+ Delivery of IT value per
employee

A

Citizens and City Staff

Process
= Level of service delivery up +  Availability of systems, services
+ Satisfaction of existing Information +  Projects on-schedule, on-budget
customers Technology + Throughput & responsetimes
+  Numberof new service I - 5
delivery channels mountolravia

v

Learning
+  Staff productivity & morale

* MNumber of staff trainedin new
tech/services

» Increased value delivered per
employee

+ Increased availability of
knowledge systems

Challenges Faced with Information Technology

The growth of the City and the City's staff has placed a tremendous strain on the City's
IT infrastructure and the very limited support staff. The City does not have a formal IT
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organization, but rather a combination of some staff in Public Works and external IT
support organizations. The lack of a formal IT department has left the users with having
to procure systems, make complex technology decisions and obtain support services as
best they can.

Summary of Findings and Conclusions

The City has done an adequate job of providing IT support services. As the City has
grown and its systems have aged, however, there has been increasing pressure on the
City staff to maintain the quality services expected by the citizens of Norcross. However,
although the City has experienced tremendous growth, the investments in Information
technology have been minimal.

The productivity achieved by this method is diminishing, however. This is due largely to
non-integrated systems that force the City staff to continue to rely on paper, and to
duplicate data enter in multiple, separate databases.

The City has also done an excellent job of systematically investing in public
infrastructure. The same has to be done now with the Information Technology tools
required by the staff to continue to provide quality services to the Citizens of Norcross.

The information below summarizes the key findings and conclusions that are discussed
in detail in this Plan (exhibit 1.4).

Area Finding(s) Conclusion(s)

General and Departmental Application Systems

= OQverall = Centralized Mainframe =  Although the mainframe
Application AS/400 Architecture for the architecture is simpler to
Architecture core municipal applications manage, it is also less flexible to
develop new user applications.
= Distributed non-integrated = Forces users to re-enter
applications throughout the information into multiple systems.
City.
=  Community =  Community Development = The lack of automated tools
Development does not have any systems severely impedes the department
Systems to assist in the growing productivity since they have to
number of development spend a large proportion of their
planning and building time searching through
permits requests. documentation that is filed
* Thereis no City GIS through no logical address index.
available to the Planning = The lack of workflow automation
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Area

Finding(s)

staff but rather the County
provided GIS.

Conclusion(s)

also forces each department user
to use memory rather than stored
data repositories, thus leaving the
City exposed to any employee
turnover.

GIS needs to be developed for
the internal use of the City.

Incorporate a new GIS integrated
development services
application.

Public Works
Systems!

Public Works uses a hosted
application provided by a
consortium of other Cities
to perform their work orders
and inventory.

The hosted application has
other capabilities including
service ticket tracking

The hosted application
could provide the City with
many of the functions
needed to operate the
Public Works organization.
However, since the
application is in a
development stage a
Service Level Agreement
has yet to be established.

The Public Works
department still has to re-
enter all of the financial
records into the TBS due to
lack of integration between
the hosted application and
the TBS financial system.

City should consider obtaining a
service level agreement from the
hosted service provider.

The City should explore the
ability to interface with the
existing or any new financial
application.

Police Systems

Police
Applications

Lack of Computer Aided
Dispatch and any formal

The lack of a formal 911 PSAP
will not allow any new CAD

1 At the time of this analysis, Utilities had not yet been split out from Public Works and comments related to Utilities are incorporated under
Public Works. It is important to note that there are no significant technology implications of this split. Utilities will require the use of the same
Work Order system as Public Works, and meter reading data will need to be interfaced to Financials.
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Area

Finding(s)

911 PSAP (public safety
answering point).

Conclusion(s)

system to automatically geo-
validate the address within the
database. This means that
unless the City becomes a
secondary PSAP, the quality of
the address data in any newly
purchased system will degrade
over time.

There is very limited
functionality for the existing
RMS since it is not
integrated with any initial
call data nor is the initial
call data validated for an
accurate address.

The CAD and RMS applications
need to be integrated with a City
GIS.

The Police are waiting on
the deployment of a new
CAD/RMS system for the
deployment of automated
vehicle locator.

AVL needs to be integrated into
the same map that is utilized by
CAD. AVL should be deployed
with this system.

End-User Systems

Replacements
and Operating
System

replacement cycle

= Desktop Users execute applications | = The lack of consistency as to
Applications both on their desktops as where users execute their
well as on the Citrix server. applications has lead to a severe
User emails accounts (PST lack of control of both the email
individual desktops, backed management.
up to the server, or on the
Citrix desktop.
Adequate licensing for
desktop applications was
not found
= PC PC'’s are not on a standard | Replacement plan needs to be

detailed factoring in

Replacement funds

Migration to the most stable,
supported Microsoft operating
system

Stability of the network

Minimal risk/exposure from
bleeding edge Microsoft software
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Area

Finding(s)

Conclusion(s)

while maximizing efficiencies
achieved from new operating
systems

Network Systems

=  Network
Architecture

The network is limited to
the City Hall campus area.

A major upgrade the entire
City fiber and copper
network was done within
the last year.

The Public Works building
that houses the main data
closet and switching may
be relocated away from the
City Hall Campus.

The potential relocation of the
Public Works facility will
necessitate the re-routing of the
fiber and copper wiring between
the major downtown City
buildings.

= Network
Management

There are no network
systems management tools
Heterogeneous vendor
switching equipment

Difficult environment to ascertain
faults and determine potential
problem areas.

Telephone System

=  Architecture

There are no user concerns
regarding the phone
system.

System is stable and
operates over separate
cable deployed between
City Sites.

Continue to utilize the system.

= System
Maintenance

The City phone system is
extemnally supported by a
local firm.

Consider an extended service
contract and extensive systems
administration training to one of
the IT Staff.

= |P Telephony

IP Telephony is not used.

Only consider VolP if the City
ever has to deploy copper
infrastructure to remote facilities.

Computing Rooms

=  Data Center
Closet

Space is very limited in the
City computer closet.

There is inadequate air

Additional space should be
allocated to the City Hall
computing facilities.
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Area Finding(s)

conditioning, security or
expansion space.

Conclusion(s)

Backup Center and Contingency Recovery

= Backup Site = The City has not identified
any backup site.

= A backup and recovery plan
should be developed.

City IT Service Management

Operations There are no adequate system
administration tools available to
the IT staff.

The lack of these tools does not
allow the IT staff to adequately
manage system elements, identify
faults, or identify trends for any
proactive resolution.

Operational procedures are

The lack of operational procedures

weak. does not allow staff to quickly
address issues such as security
breaches, network faults, or system
recovery during cutovers.
Support Service desk tools do not The lack of integrated service desk

provide quick ways to diagnose
and resolve trouble calls.

tools does not allow the IT staff to
perform any proactive
troubleshooting.

Level of IT support staffing
appears to be inadequate for
the level of service required by
the end-users.

Provide for increased End-User
support staffing

Optimization There is not service continuity
plan.

The lack of a continuity plan could
leave the City with inadequate action
plans.

No mirrored servers are
available for critical
applications.

The City could be exposed to an
extended recovery period in the
event of a major server system
failure.

Police IT Service Management

Operations There are no adequate system
administration tools available to
the PD IT staff.

The lack of these tools does not
allow the IT staff to adequately
manage system elements, identify
faults, or identify trends for any
proactive resolution.

Operational procedures are
weak.

The lack of operational procedures
does not allow staff to quickly
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Area

Finding(s)

Conclusion(s)

address issues such as security
breaches, network faults, or system
recovery during cutovers.

Support

No service desk management
performed.

The lack of integrated service desk
tools and trouble logging does not
allow the PD IT staff to perform any
problem analysis nor any ability to
determine the adequacy of support
staffing or level of service provided.

Optimization

No service continuity plan.

The lack of an adequate plan leaves
the department highly exposed to its
ability to orchestrate an adequate
recovery from any systems failure.

No mirrored servers are
available for critical
applications.

The department could be exposed to
an extended recovery period in the
event of a major server system
failure.

No backup and documented
restoration process of mission
critical data is in place.

Without a well documented
restoration process the system
backups will prove inadequate for a
rapid recovery of a system failure.
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Summary of Recommendations

The key, strategic technology recommendations the City should evaluate are:

Maintain and expand the corporate IT knowledge within the City through the creation
of an IT organization.

Establish a solid backbone for technology in the City by upgrading the City and
Police data centers.

Establish a strong GIS function within the City.

Provide the City with municipal applications that are able to integrate, using GIS as
the key that links the systems databases.

Provide the Police with an effective CAD-RMS-Mobile system. The quality of data in
this system, and by extension the quality of decisions being made based on this
data, begins with the ability to capture 9-1-1 information as it is received (as a
secondary PSAP) into CAD and map that data utilizing an up-to-date GIS.

Establish a PC replacement program that cycles out older machines that create
stress on the City’s network; standardize setup based on user need (basic,
moderate, complex) in order to control costs.

Continue to work with Verizon (or other wireless carrier) to provide wireless
connectivity for field staff. Given the volatility of related technology and the low cost
of the wireless providers, building out a private infrastructure is not a prudent
investment for the City.

Establish an agreement with an offsite facility to provide basic, secure backup
capability for disaster recovery/business continuity purposes.

Delay any deployment of VolP for several years. Given the copper and fiber
deployed in the City, the economics of moving to VolP do not make sense during the
life of this plan. As current telephony hardware reaches its end of life, VolP should
be reconsidered.
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The recommendations below have been developed based on the findings and
conclusions covered previously in this Plan (exhibit 1.5). Details are provided below.
Annual

Recurring Comments
Costs

One Time
Costs

Project Title

IT Service Management
Infrastructure, Network and Security
Municipal Data Center $510,000 $ 39,000 Address IT Service Management concerns:
upgrade Data Center Room, upgrade switches
with end to end Network Mgmt Software,
provide expanded storage capabiltities,
citywide email capabilties.

Remote Locations $32,500 $ 4,875 Provide for upgraded and manageable
network switches at remote locations
Police Computer Room $140,000 $ 7,500 Upgrade the police computer room and

network switches, as well as provide for
mission critical servers.

Network Upgrade $60,000 $0 Provide Fiber and Copper link to the new
Public Works Facilty, and reconfigure the
wiring between City Hall and the other
Downtown Campus sites

End User Systems

Implement systematic replacement $30,800 $ 10,267 |Replace all PCs every 3 years

of PCs to cycle out unsupportable

equipment.

Upgrade all Norcross PCs to $26,950  $ - | This will upgrade all PC in 2009 and beyond
Windows Vista

Train Users on Desktop Applications $23,100 $ - Provide Training to users on MS Office and

other desktop applications
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GLITE]
Recurring Comments
Costs

Project Title Sl Ul

Costs

Citywide Municipal Applications

Finance/Purchasing/Payroll $233,759 $ 14,500 New integrated WEB services based
Municipal Application.

Human Resource $93,782 $ 5,500 New integrated WEB services based custom
developed Human Resource application.

GIS $ 141510 $ 10,000 New Geographic Information System.

Departmental Municipal Applications

Citizen Relationship Management $98,623 $ 6,500 |Call center software providing a single point of
data collection for all citizen contact within the
City.

Community Development $93,782 $ 5,500 |Permit Mgmt, Inspection Coordination, Mgmt

of Planning, Apps and Related Dev Activities,
Mgmt of Code Enforcement and Compliance
Activities, Property Data Mgmt, Mgmt of
Business & Occupational Licensing,
Document Mgmt, Report Writing, Web &
Online Access.

Community Development Mobile $7,500 $ 1,125 Mobile Hardware for Inspectors and Code

Computing Enforcement (Marshals).

Public Works $ 80,507  $ 4,500 Work Orders, Work Request, Inventory,
Operational support applications.

Utilities $ 23,500 $ 1,000 Use PW work order system, interface meter

reading to Finance.
Public Safety Applications

Secondary PSAP $140,000 $ 13,500 Hardware, software and services needed to
establish City as secondary PSAP.

Computer Aided Dispatch Upgrade $189,582 $ 9,150 CAD to resolve operational issues.

Records Management System $179,629 $ 17,096 Upgrade RMS to resolve operational issues.

Upgrade

Mobile Computing $65,000 $39,500 Laptop replacement program, Field Reporting

and Digital Dispatch software.
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Investment Summary

The total estimated five year cost of upgrading the City’s IT systems from FY2008 —
FY2012 is approximately $4.62 million. This figure includes both capital and recurring

expenditures for all hardware, software and staffing.

The annualized summary is shown below (exhibit 1.6).

Total Capital and Recurring Expenditures by Year

$1,600,000

ORecurring

B Capital

$1,400,000

$1,200,000

$1,000,000

$800,000

$600,000

$400,000

$200,000

2007 2008 2009 2010 2011
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